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r, Marcello Treasurer of IQilChtlme Communications Inc, I am an
the c,ompan)l and as an the company, that I

pcrsonal knowledge thill, thc company has established opemtillg pl'OCedLtrcs that are
adcqmne!() ensure complianc0 with the Commission's CrNI ruies, 47 C"'.1\ 9
M.2001 el seq.

/\tlached to HilS certification as Exbibit "A" is an accompanying statement explaining
how Touchtone Communications Ine. 's ensmc is in
compliance wilh the requirement'S set forth in Section 64.2001 ct scq.
Commission's rules.

Name
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Touchtone Communications, Inc.
16 South Jefferson Road

Whippany, New Jersey 07981

Compliance Requirements

Touchtone Communications, Inc. ("Company"} mainfains the following operatIng procedures to ensure compllance
wiih the requirements set forth in Section 64,2001 et seq. of the Commlsslon's rules,

Us<: of (lust<l-mer proprietary ne-tworlr: lnformation ~1thout customer
approva'"

(a) Any l'elecommWlicatlons <:arrier may usa, disclose•.orpemili acc.ess to CPNl fox' the purpose of
pl'oviding or marketl.ng serviQl} offerlngs amon~ the eategoxies of service (i.e.. local) interexchMnge, and
CMRS) 1:0 which the oosfomer already subwlbes from the same carrier. without customer approval

(1) If. tel.communicallons carrier provides difforent categorlo. of selYice, allll a customer
subscribes to more than one category of servIce offer.ed by the oarrIer, the- oarrier is permitted to snare
CP'Nl among the (l~l.'~S affiliated entities that provide a service offering to the ~stoltler.

(2) It. teleoommunlcafio.. carrier prov!Oe, different categories of.OlVice, but • cusmmar does
not subscribe to more 1ltan one offering by the carrler? the carrier is not perorltted to share CPNl with Us
_iates, ,,"copt as provided in §64.2007(b).

(b) Atelecommunication, carrier may not use, '""'lo.e, or p,J:ttJit """"'" to Cl'Nl1<> mortel to •
'customer service ofU:mngs tl1at are wi,tbin a category of service to wbich the. sUbscriber does UQt ah:eady
subscribe from that car.der, nnless that cani",): has customer approval to do so, except as descrlbed. in
p""grapb(c) of this s'cllon.

(1) A wkeless provider may ns~ disolose, en: perntitac¢ess: to CPNl derived from its provision of
CMRS, without customer approvaJ~ for theprovJsicm ofePE andinformation service{s). A wlreHne ~rrler

may use> disclose or pl}fmit access: to CPNl d~liV'ed iTom its provision 'Of looal exchange servioo, or
1nterexcbange $~rvioe~ without~ome-r appr<Joval, for me pmlsioo. of CPE IDld oall answering, volce mall
Qr messaging, voice ston:lg~ andret:ievat services, fax store and forward, and ptQtQool conversion.

(2) A tf:.leCQmmunioatIons canier may 'l).Dt use, disclose., <if ,P\}rmil access to CPNI to identify or
traG\:' customers that call competing service providers. For Wo"ample" a local c.xclnmge canter may not use:
looal servIce CPNl to track all custom.... lhat ealllO<:al 'ervice competitors.

(c) A tclec:omxnuoicationS' carrler may use, dIsolose, or permit aeem to CPN~ without customer
llJ'j)roval, as deseribod in Ihi, paragraph (0).

(1) A teleoonununicaticms carder may use, disclos~ or~t:mit access to Cl?'Nl" witllOut customer
approval. in its provision of inside wiring Installation, maintenance, and repaJr services.

(2) Clv1RS providers may use, disclose. 0):' permit access to CPNI for the purpose of conducting
""eaten on the health .f&cts ofCMllS.
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0) LECs, CMRS providers, ana interronnectea VolP provkler, may use ePN!. witllout cnstome,
approval~ to market services formerly known as adjuncHo~basic services, such as, but not limited to, speed
aialing. romputer·provmed directory assistance, call !nonnoring, coli tracing, call blocking, call return.
repeat dialing, call tracking, call waiting, 'Caller l.D.} call forwarding, and certam Centrex features.

(d) A telecomtnunications catder may usC', disclose~ or permit access to CPNI to protect the rights
~roperty ofthe carrier, or to protect users ofthose services and other carriers from fraudulent,. abusive",,,o:;:r__

.-.--------- unliwfuIU'Se of, or subscription to, such services. -.

'flIe Company !los adopted $pedfic aWl policle$ to "'ISUte t!lot, in th. absence oj cllstomer approval,
CPNI Is anly u,ved by Ibe Company IJJ pravide or market service offerIngs amoug the categories oj
se:rvice (l.e., local, interexchange" aJtd CMRS) to which the customer already subscribes. The
Company's CPNI pfJllcies prohibit tile sllarulg of CPNI with affiliated compames, except as p(ll'mitted
under lI.llle 64.2005(a)(l) ar with ellsiomer appr""al pursllam to Rille 64.2007(b). Tire .Dilly excepti.,/S
tothese policies are ospermfUedUIIM' 47 U.s.c. § 222(d) alldRuie 64.2005.

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through mitten, oral or electronic
methods.

(1) A lelecommnnicatlow catTier relying on oral approval shall be.r the burden of demonstrating
that suoh approval has been given in compliance with the Commissionts roles in this part,

(2) Approval or disapproval to use, discloset or permit access to a customer's CPNl obtained by a
telecomm'!1D.ications carrIer must remain in effect until the (:ustomer revokes or limits such approval Or

disapproval.

(.3) A telecQmm:unicatiol"ls carrier must maintain records of approval, whether oral, written Or

electronic, for at least one year.

hI, all c!rcumsfallces where customer approvlll is required to use, discwse orpermit access to CPNl, the
Company's Cl'NfpqUcieN require trult tlJe Company obtailt customer apprQval tltrough written, oral Or
.ledrOlllc _hod. III compliance wW'lI.ule 64.2007. A clls/omer~ approval Of dIsapproval remaIns in
effect u'fttilthe cu$'tO-m<t1' revokes or limits tlte approval or disappruva/.. Tile Company ma/ntaflls records
Ofcustomer approval (whether written, oral or electronic) for a minimum ()fMe pear.

(b) Use ojOp/-Out ana Opt-Jn Approval Pmc"".... A te1eCClllmIlllW.tionS cattier may, subject
to opt..out approval or opt>in approval. use its customerJs io.divid1l8Uy identi.fiabl~ CPNI for the purpose of
marketing communications~re]ated services to that custotn¢r. A telecommunications cartier mayJ subject to
opt."out approval or opt-In approv~ disclose its customer's indiVidually identifiable CPNI~ for the purp()S~

of marketing communications-related services to that customer, to its agents and its affiliates that provide
communicatiol1s~),'elated services. A telecommunications carrier may also pem~it such person or entities to
obtain access to such ePNl for such purposes. Except for use and disclosure of CPNI that is permitted
without customer approval under section §64.2Q05, 0' that is ilescribea In this p....graph, or as otherwise
provided in section 222 of the Communications Act of 1934, as am.ended~ a telecomrounic~tions carrier
may only useJ disclose, or permIt access to its customer's indiVidually identifiable CPNI subject to optMin
approval.

flte Company does not use CPNl for any purpose (includhlg mtuketfng c0112'municatums-related
services) ami does 'not disclose (lr grant access to CPNI ((1 any party (('I-eluding If! og(ffJls ()T affiliates tlrat
provide. oommlwicatlo7ts..related services)1 except as permUted under 47 U.S.C. § 22.:2(d) ana RUle
64.2005.
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Seetion 64.2008 Notice required fot use of custDmer proprietary network information.

(a) Notification, O"""olly. (I) Ptior to any solicitation for customer approval, a
telecominunicati<ms carrier must provide notification to the oustomer of the customer's right to restrict use
of, disclose o~ and access to that customer's CPNI

'-~'~-~<~--__",,:m;;;;i(2) A telecommunications carrier must maintain records of notificatiOl\. whether Qrall written or
,--- electroruc:mraneast one year. ~

(b) individual notice to customers must be provided when soliciting approval to use, dlsclos~\ or
permit access to customers' ePNl.

(c) Content ofNotice. Customer notification must pmvide su:fficient infonn3tion to enable the:
customer to make an informed. decision as to whether to permit a oarrier to use, disclose, or pennit access
to. the customer's- CPN1.

(I) The notification must state that the customer has a tight, and the carrier has a duty, under
federal law, to protect theconfidelltlality ofCPNl

(2) The notification must specify the types of infomlatlon that coustltute CPNl and ti,e specific
entitles that will receive the Cl'NI, desctibe the purposes for which CPNl wtll be used, and inform the
customer ofhis or her right to disapprove thos~ 1.1ses, and deny ot withdraw access to CPNI at any time.

(3) 111e notification must advj$~ tbe customer ofthe precise steps the customer mm;t tal{C in order
to grant or deny access to CPN!, and must ciearly slate that • denial of approval will not mct the
provision of any services to which the customer subscn"bes. However, carriers may providec a brief
statero.e~ in a clear and neutral language) describing <l:onsequences directly resulting from the lack of
access to CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) If wrItten notifwation is provided, the notrce must be clearly legible, use suffIciently large
\typct and be placed in an area so as to be f0adity apparent to a customer.

(6) If any portion of a notification is translated into another lfl:llguage. t.hen all portions of the
notification must be translated juto that langua~,

(7) A carrier may state in the notification that the oustomer·s approval to use CPNI may enhance
the earrler's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may be compelled to disclose C.PNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any smtement attempting to encourage a customer
to freeze dl;rd-party acoe", to epN!.

(9) The notUlCadon must state that any approval, or denial of approval for the use of CPNI
ontside ofthe service ti> which the customer ~lready subscribes from that carrier is valid until the customer
affirmatively revokes QX' limits such lip,proval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
not)fication ofa customers CPNl rights.

The Company's CPNI pfJliefes require that customers be notified Of theIr rJgl,ts> and ate Company's
obligations, with respect to CPNlprlfJr to any solidtationjor customer approvrlL All J'equtreif customer
;wt/ces (whether wtitten, ()ral or electronic) comply witlr tile requirements of Rull't 64.2008. Thll
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Comp{my J1Ifiustains records of aU required customer notices (wl1.efher written, oral or electronic) for a
minimum ofoneyear.

(d) Notice Requirements Specific to Opt~Out. A telecommunications carrier must provide
uotification to obtain optMout approval through ~Ieetr()nic or written methods, but not by oral
communication (except as pl'ovided in paragraph (1) of this section). The con1ents of any such notification
must comply witb the requireroonts ofparagraph (0) oftbis section.

._----_.._---'----'--=-;:...---'----'--'-----'--'-'--=-"--'-'------
(1) Carriers must wait a 30~day minimum period of time after giving customers notice and an

opportunity to opt--out before aSSlll,Tling <:ustornet approval to use, disclose, or permit access to CPNl. A
carrier maYl in its discretion~ provide fur a longer period. CarrIers must notify customers as to the
applicable walling porlod for a response before approval Is assumed.

(i) In the caso of an electronic form of notification, 1ho waiting poriod shan begin 1<> ron from 1he
date on which the notification was S0Ut; and

(ii) In the case of nOlification by mali, tho waiting period slJaU begin to run on the third day
following the date that the,notification was mailed.

(2) Carriers using the opt~oU:t meohanism must provide notices to theil' customers ~very two
yeats.

(3) Teleconnn.unications carriers that use e~mail to provide Qpt~out notices must comply with the
following requirements in addition to the requirement'S generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approWll from consumers to send notices via eM
mail regarding their service in general, or CPNI in partIcuUlr;

(ii) Can·lers must allow customers to reply directly to lHnails containing CPNI notices in order to
opt-out;

(iii) Opt-out eMmail notioes that are'rebllued to the carrier as undeliverable must be sent to the
.customer in another form before carriers may oonsider the customer to have recclved notice;

(iv) Carri.ets that use e~mait to send CPNI notices must ensure that 1he sUbject line ofthe message
clearly and accurately identifies the SUbject matter ofthe e-mml; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is oino additional cost to the customer and that is available 24 hours a day, seven days a wQek. Carriers
may satisfy thjs requirement through a combination ofmethods, $0 long as all customers have the abHity to
opt-out at no cost and are able to effectuate that choice whene.:ver they choose.

The Compm:y does nqt curnmfly sol1clt "(JjJt out" customar approval for the use or disclosure Of CPNJ.
TIle Company dqf!S ,wt lISe CPNl for any purpase (Inaluding lIIitrketil,g communiC41ions·related
serviaes) I/lld dces not d/sato," orgram aaaess to CPNI to any PflJ'ty (inatrldino to agents cr affiliates ti,a'
pruvide com11lun!catl()1ts--relafed Sl!tvtces), except lIS permitted under 41 US.C li 222(d) amI Rule
64.2005.

(e) Notiae Requirements SpecifIC 10 Opl-In. A ttleeonununioations carrier roay provide
notification to obtain opt-in npproval W(}ugb. oral. written,. or elootronic methods. The contents ofany such
notification must comply with the requirements ofparagraph (e) Qffuis section.

The Company does not currentlJ) solitit Hopt in 11 customer i1PprfJvttl for the use or discwsure ojCPNL
Tlte Ct:J'111.J}a1lY does not lllle~ disclose or grunt access to C1!NIfor arty purpose, to any PiittY or in any
manuer that 'Would require a customer's "Dpt 111" apprlJl'al under tIle Commissit'!1t's CPNJ Rules.
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(I) Notice Requirements Specific to One-Time Use ofCPNI. (I) CalT!"" may use oral notice to
obtain llmited, one-time use of CPNI for inbound and outbound customer «>Iephone contlcts for the
duration-offue oalL- regardless ofwhether carriers use opt..out or opt...in approval bas"d on the nature of the
contact

(2) The contents of any such notification must comply will, the requlremeuts of paragraph (c) of
this section;. except that telecommunications carriers inl0mit any ofthe following notice- provisions ifnot
relevaut to the Gnm.ea use lor whu,;n t'fie catTier seeks C NI: .

(1) Carriers need not advise customers t1u:lt if they bave opted..out previously, no action. is needed
to maintain the opt.-out election;

(ij) Carriers need not advi,. customers that they may share CPNI with their afflliares or third
parties and need not llame those entities) ifthe limited CPNI usage wm not result in use by, or disclosure
to, an affiliate or third party;

(iii) Cmlers need not disclose the means by which a" cnstomer can deny or withdraw future access
to CPNI) 50 long as carriers explain to customers that the scope ofth~ approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in ol'der to grant or
deny access to CFNI, as long as the carrier clearly communicates that the customer can deny access to his
CPNl for the call.

III i1t.'ftaf1.ces wltere the Company seeks one-tlme custmner approval/or the lise or disclosure Of CPNI,
the Company obtains such appMval lIt accofilance wtth the illscloSlUes, fifetllOds (md requirements
l1ont!dned in Rule 200IJ(j),

Section 64.2069 Safeguards l"equir~d for use of customer proprietary kletwork information.

(a) Teleconm:umications carriers must implement a system by which the status of a customer's
,ePNI approVlll can b. clearly establish,," prior to tha use ofCPN!.

Tile Comp(lny~s billlng system (J)JQ'Ws a:uthQri.zed campa11J' personnel to easily detemfine the sMus Of (L

customer's CPNl approval on the cltstmue:raccount SCfeen prlor to the u:;e Qr disclosure ofCPNl.

(b) Telecommunications carriers 1mlbi traln their personnel as to wh.en they are: and are not
nuthorfzed to Use CPNr; and carriers must have an express disciplinary process in place,

The Company has e8tahtishei1 CPNI eompYance p()llcies tflat iJtcluile employee training on restrictions
on the use. and ilJsclosure hI CPNI alUi required sqfeguards to prfltect agailtst unauthuri:zed use or
disclosure ofClWL F..mployees Irave slgue4 tlrat rkey tm{lerstOJtd rhe CPNI policies and « .iotalion of
those policies will result in discl:plirtfltY ae/ion.

(c) All carriers shall maintain. a record. electronically or in some other manner, ofthefr own and
their affiliates~ sales and marketing campai.gns that use iheir customers) CPNI. AU ca:aiers shalt maintain a
record of all instances where CPNl was disclosed 01' provided to third patties, or where third parties were
allowed access to C'PNl. The record must mclude a description ofeach campaign, the specific CPNl that
was used in the campalgn, and what products and services were offered as a part of the campaign. Carriers
shan retain the record for a minimum ofone yeer.

ril. C<Jmpany's CPNIpolieWs require tltur oJi sales and markeliug camp.iglts ilteltlding (hose utiiizing
CPNl be recorded OJld kept on file for or le«" one yetlr. Records are «lso moin/.inedfor disclosure or
IlCWIII to CPNI by t/llrdpizrrles. The records ihel«de tile reqwre4 ill/ormlttion Itsred in Rule 64.2009(c).
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(d) Telecommunications carriers must establish a supervisory review process regan-ling carrier
compliance with the rules in this subpart for out-bQund marketing situations and maintain recmds of carrier
compliance for a minimum period of one year, Specifically~ sales personnel must obtain supervisory
approval ofany proposed out~bound marketing request for Cllstomer approval.

.,.". Canrpany~, CPNJ pallc/tiS require employees to oblob. approval from the Comp«Jty's CPNJ
Compliance 0rtieer for gil markelinJf.£!ll11!!!lf1J!!!b. fnclud/llg these /lI11I;;11lII CPNI, prior to Inltlqtll'gJlIal
camp<rigJt. Record of tlte marketing cmnpalgn..'tt awng with the appropriate supervisQry approval is
11Uiitltailledfotat least ()ne ye{ff.

(e) A telecommunications carrier must have an officer1 as an agent of the (;arrier~ sign and file
with the Commission a 'Compliance certificare on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating ptocedures that are
adequate to ensure ¢ompliance with the rules in this subpwt. The carrier must provide a statement
accompanying the certificate explaining bow its operating procedures ensure that it is or is not in
cOUlp-liance with th.e rn)es in this subpart In additio~ the carrier must include an explanation of any
actions taken againflt data bl'OJ.<erS and a summary of all customer complaints received in the past year
C<lncemlng the unauthorized release of CPNL This filing must be made annually with the Euforcement
Bureau on or before March I in BB DocketNo. 06·36~ fur data pertaining to the previous calender year.

The reqUIred officer cetflflcatlo)l~ actions mken against data brokers and summaty of customer
complaint decuments ora Included wltlt litis accompanying $Iatament 'J'ha Company will fUa tIIese
documents ell (lit ([1J'itUal basis on or 'beftlre March 1 for data pertaining to fhe ptiWi(Jus calendaryear.

(f) Carriers must provide written notice within five business days to tbe Commission of any
instance where the opt"'Out mechanisms do not work pr<lperly, to such a degree that consumers~ inability to
opt-out is more than an anomaly.

(1) The notice shall be in the form. ofa letter•.and shall include the camet's name1 a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed aud when it will be/was
1mplemented~ whether the relevant state commission(s) has· been notified and whether it has taken any
acUoll~ a copy ofihe notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consum.ers
may opt~out.

'11t.e Company does /lot currently sollcU "opt uut" customer approvalfor ti,e ru;e or disc(usure ofCPNl.

Section 64.2010 Safeguards on the discJosuro of coswmer proprietary network information.

(a) Safeguarding CPNI. Telecommunications cal1ters rttust take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclOSing CPNI based on customer-initiated telephone contact,
onHne account access~ Or au in-store visit.

Tile CompcmY'$ eRNl policies «ml employee training include reasonable measures to discover and
pr()teet p.gaillst activity tl,at is indtcallve {)fpretextlng and employees are instructed to notify the CPNT
Comp{tance. Officer ifany such activity is suspected.

(b) Telephone access to ePNl. Telecommunications carriers may only disclose call detail
information over the telephone, based on cl.lstomer-initiated telephone contact, if the customer tlrst
provides the carrier wIth a password~ as described in paragraph (e) of this section, that is not prompt~d by
the catrier asking for readily available bi~'C.YfaPhical jnformatiot1~ or account infor.rn.ation. If the oustomer
does not provide a password1 the telecommunications carrier may only dioolose can detaU information by
sending. it to the customer's a;ddl'eSS of record, or, by calling the customer at the telephone. number of
record. If the customer is able to provIde call detaillnfonnation to the telecommunications carrie.r dtu"ing a
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customer~iuitiated call without tbe telecommunication:> carrlerts assistancel then the telecommunicatIons
carrier is permitted to discuss. the can detaii information provided by the customer.

The Company's CPNlp()lIcles ensure tltat a customer is cnly able to access call detaillrrjlfrmatlon over
the telephOiJC fit one oj tJ;u ways listed in Rule 64.2010(b). "r tlte customer cannut remember tlleir
passll'ordt they (iFe promp'kuf 10 ans-wer a seanify question., Ndtltet the passJflord llQf the security

---!lues/ion «r€ based OTt rea!!!uvaJIable blQgfaphJcq] infonnmlon or 1lC'I!!..«nt in[{)rma1!gn. Cu5t"mer
service repreaentaUves ate illsltlWted to autJumtieate customers over the telepholU! in all instances except
in tile CaSe where the customer provides the (JaIl detail iltjofmatlon wUhout the assfstance of tktt
C",npany. '

(0) Online access to CPNI. A telecommunications Calrier must authenticate a customer without
the use of readily available biographica.l infonnatioD, or account infonnation, prjor to allowing the
customer online access to CPNl related to a telecommunications service IM;wunt. Once authenticated, the
customer may only obtain online access to CPNI related to a telecomIuunications service a¢¢ount through a
password, as described in paragraph (e) ofthis seotion~ that is not pr6mpted by the 'Carrier asking for readily
available biounmhical information. or account information.

The company authenticates customers without the use of readJly available biogr~phicalor acccunt informer/on prior to allowing on access
to CPNJ related to an account. Once authenticated, the customer may only obtaIn access to CPNI through a password, that Is not
prompted by readily avaJlable biographical ?r account information.

(d) In-Store Q!;OeJ;S to CPNI. A telecommunications carrier may disclose CPNI to a cust01l'l.er
who, at a catTier's retail locationJ fir.st presents to the telecommunications canier or its agent a valid photo
ID matching the customer's account information.

The Company does not have retaillocatfons.

<e) Establishment <if a POO$word and Back·up Authentication Methods for Lost or Forgotten
P(l$S'WOYds. To establish a pasSWOf<4 atelecommunications 'Carrier must authenticate the customer wilham
the use ofreadily available biographical information, or account infortnation. Telecommunications carriers
may create a back~up customer autben!ication method in the event ofa It>st or forgotten password. but such
lbackvup customer authenti<;atioll method may not prompt the- customer for readily available biographk:al
,jnf'()rmatio~ or account infonmrtlon. If a customer cannot provide the conect password or the correct
response for the back~up customer authentication method, the customer m:ust establish a new password as
described in this paragraph.

The Company's CPNJ policies a!1ew for a few ways to establish a password, all of which enSUre
complia1we wUTz the ahove paragraph. HacTl method a/so a/fmvs the cUSIcmel' to es(ablisTt a back~up 01'
security quesllon in the eveal that they forget Uze/r pam'OId. In /10 ev<lll does Ihe COlllPUIlY use readIly
a;vaUublq {;fographical inf(Jrmatltm 01' account in/ormatJon as a back-up qUe5uon or as a nUUlhS (ll
establish d- password or aut/lentlcatoe tlle customer.

Cf) No/ifocation of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back'"up means of authentication for lost OJ:

forgotten passwords, online account, or address of record is created or changed. This notification is llot
reC{uired when the customer initiates service, including the selection of a password at service Initiation.
This notification may be through a carrier~origio.ated voicemail or text message to the telephone number of
record, or by mall to the address of record, and must not reveal the changed i11fonnation or be sent to the
neW account information.

The company wifl natify a customer immediately when account c-hanges occur. including a password,. a response to a back-up means of
authentication, or address of record. The notification will be through a carrlerworlginated '1ofcemalJ or text message to the telephone
number of record, or by mall to the address of record. and will not contain the cltanged information or be sent to the new account
information.
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentioation regimes other than those described in this section for services they provide
to their business customer that bave both a dedicated account representative and a contract that specifically
addresses the carriers' protection of CPNl

The Company does not utllke the business customer exeeption at tllis time.

Section 64.2011 NQtU'ieatlo-n of customer proprietary network information soourity
breaehes.

(a) Atelecomm:unlcations carrier shall notify law enforcement ofa breach ofits customcrs1 CPNl
as provided in this section, The oarrier shall not notify its customers or disclose the breach publicly~

whether voluntarily or under state or local law or these rntes~ until it has completed the process ofnotifying
law enforcement pursuant t'Q paragraph (b).

(b) As soon as practiCllbie, and in no event later than seven (1) business days, aftet 'easonabIe
determulation of the breach, the telecommunications carrier shall elecb:onically notify tl'l.!S United States
Secret Se"l'i"" (USSS) and 1he Fede'''l Bureau of Investigation (FBi) tbrough a central reporting facility.
The Commission will maintain a link to the reporting mcUity at htlp:Uwww.fce.gov/eb/cj1lli.

(1) NotwiiliSlllnding any state law ro the contrary, the carrier shan not notify cusromers or
disclose the breach to the 'publio until 7 filII business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier belleve. that thete is an em,ordinarily urgent need to notify any class ofaffected
C1.lstomers sooner than otberwise allowed under pmagrnph {l), [n order to avoid immediate and irreparable
harm, it shall so indicate in its notification. and my proceed to immediately notify its affected customers
only after consultation with the relevant investigating agenoy. The carrier sball cooperate with the relevant
investigating agency's: request to minimize any adverse effeots ofsuch cllstomer notification.

(3) £r the relevant investigating agency detennines that the pUblic dlsclosure or notice to
lcustomers would impede or compromise an ongoing or potenti~l criminal investigation or national swudty~
such agency may direct the carrier not to SO disclose or notify for an initial period of up to 30 days. Such
period may b. extended by the agency as reasDnable necessary in the judgment of tile agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
aff'e{lted customers will no longer impede or compromise a criminal investigation or national security. The
agency shan pmvide in writing its jniti~l direction to the carrier~ any su.bsequent exteDsiou~ and any
notification that notice: will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers,

(c) &cordkuping. Ail (:arriel'S shall maintain a record) electronic:dly or in some other manner. of
any breache' discovered, notification made to ti,e USSS and the FBI pursuant to paragraph (b), and
notification made to oustomers. The record must include, ifavailable, dates ofdiscovery and notification, a
detailed description of the CPNI that was the subject of the breacll, and the circumstaoces of the breach.
Carriers shall retain the record for a minimum ot'2 years.

The CQmprmy has p(JUcies mulprocedures in place tf) ensure complIance wid' Rule 64~2011. When it is
reas.nably determined 1/"ll « breacll lias occurred, /fie CPNI Cq,npUance Officer wl/l IWt!IY iaw
enforcement Dnd its customer in Ute. required tlme/rames. A recf)rd oftIle hreach will be maintaiJl~dfi1l'

a millimum of two years IlJId wiil l/lf!iude ali IIl/ormailon r"laird by RUie 64.2011.
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